
   KASPERSKY 
ENDPOINT SECURITY 10 
FOR WINDOWS
See how Kaspersky’s protection for Windows® evolves with your security 

requirements.

Powerful security 

measures you can 

deploy and use without 

additional resources 

or lengthy project 

initiatives. 

As your IT protection 

requirements increase, 

Kaspersky has a 

security level that’s 

right for you!

KEY BENEFITS

EXPANDABLE FOR PROGRESSIVE PROTECTION 
As your security needs evolve beyond endpoint anti-malware, you can unlock new 
features of Kaspersky Endpoint Security 10 for Windows and Kaspersky Security Center 
to meet the coming threats to your organization. See the above chart to determine which 
level is right for you.

SUPERIOR MALWARE DETECTION AND REMOVAL
Your Windows systems are protected with proactive, signature, and cloud-based 
detection technologies.

EASE OF MANAGEMENT
Virtual and physical nodes are managed using the same policies. That same console 
(Kaspersky Security Center) manages your Apple and Linux endpoints, too.

Product tier
Cumulative 
Windows endpoint 
security features 

Additional security and 
management features 
included at this level

Endpoint security 
centrally managed 
via Kaspersky 
Security Center

SELECT

• Anti-Malware
• Firewall
• Application Control
• Web Control
• Device Control
• Windows File 

Server Protection

• Cloud-Assisted 
Protection via Kaspersky 
Security Network

• Mobile Device Management 
• Mobile Endpoint Security 

(for tablets and smartphones)

• Application Whitelisting

Yes

ADVANCED All the above, plus:
• Data Encryption

All the above, plus:
• Advanced Vulnerability 

Scanning
• System Confi guration 

and Deployment
• Patch Management
• HW / SW Inventory
• Network Admission Control

Yes

KASPERSKY 
TOTAL SECURITY 
FOR BUSINESS

All the above

All the above, plus:
• Mail Server Security
• Web/Internet Gateway 

Protection
• Collaboration Security

(incl. SharePoint® Server Protection)

Yes



NOT ALL FEATURES ARE AVAILABLE ON ALL PLATFORMS.  

For details, please consult www.kaspersky.com

How to buy

Kaspersky Endpoint Security for Windows is 
included in each feature-rich tier of Kaspersky’s 
Business Solutions (Select, Advanced and Total 
Security).

Windows fi le server protection is also available 
separately.

For more information on Kaspersky Endpoint 
Security for Windows contact Kaspersky or your 
IT security reseller.

ENDPOINT ANTIMALWARE FEATURES:

SIGNATUREBASED PROTECTION WITH 
FREQUENT UPDATES
Industry-proven traditional signature-based method for 
detecting malware threats. 

HEURISTIC AND BEHAVIORAL ANALYSIS
Delivers proactive protection against threats that have not 
yet been recorded in signature databases.

ASSISTED PROTECTION FROM THE CLOUD
The Kaspersky Security Network (KSN) provides a response 
to suspected threats, much faster than traditional methods 
of protection. KSN’s response time to a malware threat can
be as little as 0.02 seconds!

PERSONAL FIREWALL AND HOSTBASED INTRUSION 
PREVENTION SYSTEM (HIPS)
Predefi ned rules for hundreds of the most common 
applications reduce time spent on confi guring the fi rewall.

FEATURE LEVELS THAT ARE TARGETED 
TO YOUR NEEDS:

POLICY CONTROL ISSUES?
With Kaspersky Endpoint Security 10 for Windows at the 
Select tier, easy to use Application Control, Device Control 
and Web Control are enabled. 

NEED TO SECURE A MOBILE WORKFORCE USING 
TABLETS AND SMARTPHONES?
Beginning with the Select tier, you can benefi t from Mobile 
Device Management (MDM) and an endpoint application 
to install on your Android™, BlackBerry®, Symbian and 
Windows mobile devices.

NEED TO PROTECT DATA ON LOST OR STOLEN DEVICES?
Kaspersky Endpoint Security for Windows adds the security 
of Advanced Encryption Standard (AES) 256 bit encryption 
in both the Advanced and Total Security tiers. Choose from 
full-disk or fi le level.

ARE YOUR IT TOOLS TOO COMPLEX? 
Within the Advanced and Total Security tiers, you’ll benefi t 
from the simplicity of Systems Management which includes 
PC confi guration and provisioning tools combined with 
advanced patch management, Network Admission Control 
plus inventory and licensing tools.

LOOKING FOR PEACE OF MIND FOR THE 
ENTIRE NETWORK?
Kaspersky Total Security For Business combines all the 
features of Kaspersky Endpoint Security 10 for Windows 
plus mail, collaboration and internet gateway security.

IS YOUR ENDPOINT SECURITY SOLUTION 
TOO COMPLICATED?
All of Kaspersky’s endpoint features are managed under 
a single console; all written from the same codebase. You 
can trust Kaspersky to simplify your security.
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