SOPHOS
security suite

SMALL BUSINESS EDITION 2.0

Business challenge

Organizations of all sizes need to protect against viruses, spyware, and
hackers, as well as threats to productivity such as spam, adware, and
other potentially unwanted applications (PUAs). However, businesses with
limited resources often do not have the time or skills required to protect
their computers against the latest complex threats. Simply adding products
to combat new threats increases complexity and cost.

All-in-one threat defense

Sophos Security Suite eliminates multiple
threats with a single anti-virus, anti-spyware,
anti-adware, and anti-spam solution, as

well as a client firewall. Centrally managed
from the Sophos Control Center™, it protects
both Windows® and Macintosh® desktop
computers, laptops, and file servers, as well
as Microsoft Exchange email servers and
mail stores.

Centralized cleanup and firewall

Sophos Anti-Virus® protects against and
cleans up known and unknown threats,
including spyware and threats to productivity,
such as adware and potentially unwanted
applications (PUAs*). Integrated Behavioral
Genotype® Protection identifies suspicious
code and blocks it before execution, giving
the benefits of a Host Intrusion Prevention
System (HIPS). Sophos Client Firewall™
proactively locks down computers,
safeguarding against internet worms, hackers,
and the risk of unprotected computers
connecting to and infecting a network.

Comprehensive email security

Sophos PureMessage® stops spam, phishing
attacks, and malware by scanning all
inbound, outbound and internal email
messages, and Exchange message stores.
Threat reduction technology and policy
enforcement blocks emerging threats and
offensive content within the email body and
attachments.

Easy to set up and use

Streamlined installation enables
non-technical users to deploy the anti-virus
and client firewall across the network from
a central location in a matter of minutes.
Sophos Control Center gives an instant
overview of the status of every Windows
and Mac computer, summarizing threats at
a glance, and simplifying key tasks with its
easy-to-read dashboard.

Inclusive 24/7 support

Peace of mind is assured with expert help
available whenever you need it, because
Sophos small business solutions come with
award-winning 24/7 telephone, email, and
online support, 365 days a year as standard
for the duration of the license.
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Sophos Security Suite: multiple threat protection
in a single product

* PUAs are applications that, while not malicious, are generally considered to be unsuitable for the majority of
business networks. Examples are adware, dialers, remote administration tools and hacking tools.
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Key benefits

» Protects Windows and Mac
desktops, laptops, file servers,
and Exchange email servers.

» Allows non-technical users to
protect their business quickly and
easily.

» Simplifies installation,
management and configuration
of anti-virus, anti-spyware,
anti-spam, and desktop firewall
with Sophos Control Center.

» Detects and cleans up viruses,
spyware, adware, and potentially
unwanted applications centrally.

» Prevents intrusion and hides
desktops and remote computers
from hackers.

» Blocks new and targeted
threats before they cause
damage, with Behavioral
Genotype Protection.

» Scans all inbound, outbound,
and internal email messages to
block malware, spam, offensive
content, and phishing attacks.

» Updates automatically with
the latest protection, direct
from Sophos, using Sophos
AutoUpdate™.

» Protects proactively against
families of malware and spam
campaigns, with Genotype
technology.

» Safeguards productivity with
fast scanning engine and low
impact on network and system
resources.

» Includes unlimited 24-hour
telephone, email, and online
support, 365 days a year.
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Technical details

Function

* Protects Windows and Macintosh desktops, laptops, and file servers from malware and
adware, and prevents intrusion on Windows desktops and laptops.

* Protects Microsoft Exchange email servers from spam, malware, and offensive content.
Central management

» Sophos Control Center manages all endpoints, integrating with PureMessage Console to
manage virus scanning and spam filtering policies for email servers.

Automatic updating

* Rapid threat analysis from SophosLabs, together with Sophos AutoUpdate, ensures
that all computers, including remote laptops, are protected at all times.

Proactive protection

» Genotype technology proactively protects customers from new emerging threats and
spam before specific protection is released.

* Decision Caching™ technology enhances the performance of on-access scanning by
ensuring that only files that have changed are scanned.

» Behavioral Genotype Protection blocks suspicious code before it executes: unlike
runtime solutions, Sophos behavioral rulesets are constantly validated against an
extensive library of legitimate applications, minimizing the risk of false positives.

Intrusion prevention

» Sophos's stealth technology shields computers against hackers using port scanning to
probe for a weak point in the network.

Port tracking

» Sophos Client Firewall technology stops known and unknown threats by tracking active
ports and closing all inactive ports.

* Ensures that internet worms are blocked before they can exploit operating system
vulnerabilities.

Application-level filtering

* Allows internet access only to authorized applications.

* Prevents spyware from stealing data or performing other malicious acts.
Languages supported

English, French, German, Italian, Japanese, Spanish, Simplified and Traditional Chinese.
(Email security: English and Japanese).

Download a free 30-day evaluation: www.sophos.com/trysbs

System requirements

Windows and Macintosh desktops

» Windows 98 SE/Me:
90 MB free disk space
Minimum RAM 48 MB
Recommended RAM 64 MB

» Windows 2000/2003/Vista,
Windows XP Home and Pro:
90 MB free disk space
Minimum RAM 128 MB
Recommended RAM 256 MB

» Mac OS X 10.2 and higher:
70 MB free disk space
Minimum RAM 128 MB
Server computer (including Sophos
Control Center)

» Windows 2000/2003/XP Pro,
Small Business Server 2003:
1 GB free disk space
Minimum RAM 256 MB

Email server
» Exchange 2000/2003:

140 MB free disk space
Minimum RAM 256 MB

»  Windows 2000/2003/XP Pro:
140 MB free disk space
Minimum RAM 256 MB

Note:

Adware and PUA detection is available on
Windows 2000/2003/XP Home and Pro

Sophos Client Firewall can be run on
Windows 2000 Pro/XP Home and Pro
Other small business editions:

Sophos Computer Security SBE (Desktop
anti-virus and client firewall only)

Sophos Anti-Virus SBE (Desktop anti-

virus only)
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Sophos is a world leader in integrated threat management solutions purpose-built for business, education and government. With 20 years’ experience
and consolidated anti-virus, anti-spyware and anti-spam expertise SophoslLabs protects even the most complex networks from known and unknown
threats. Our reliably engineered, easy-to-operate products protect over 35 million users in more than 150 countries from viruses, spyware, intrusions,
unwanted applications, phishing, spam and email policy abuse. Round-the-clock vigilance has resulted in our increasingly rapid international growth,
expanding user base and continuous profitability. Our instant response to new threats is matched by business-focused, 24/7 technical support, and

has led to the highest levels of customer satisfaction in the industry.
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