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Netsurion Advanced Threat Protection Fast Facts

Businesses need to protect themselves like they would their own home...

There are three ways to protect a home or business, and without all three in play, you are not truly protected. These three critical areas are
PREVENT, DETECT, and RESPOND. When you think about home security, it is easy to relate to the prevent, detect, and respond methods
in action. To help connect the dots, these visuals liken business protection to home security in an analogy that aims to simplify what every
business, large and small, needs to have in place to be truly protected.
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Netsurion develops its software and employs its own SOC. Gain access to Network Operations and/or Security Operations that are flexible
to fit your needs. Learn more at: Netsurion.com/Solution-Advisor
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The National Institute of Standards and Technology (NIST) has provided a five-part framework for helping businesses of all sizes
implement and manage a strong cybersecurity posture. It's important for all businesses to ensure they have considered and implemented
solutions for each part of the NIST Cybersecurity Framework.

I

Firewall
« Anti-Virus

- Vulnerability Scans » Anti-Malware
« Penetration Tests . EndPC}Int PrOteCtllon
. Audits = Intrusion Prevention

- Data Loss Prevention
- DNS Filtering

« Threat Intelligence

- Anomalous Login

- EDR

= Assessments

Consider these security questions...

- Log Review
« Threat Intelligence

« Event Correlation

« SIEM Alerting

« UEBA

« Intrusion Detection
« SOC Monitoring

« Dormant Malware

Hunting

« Honeypots
« Machine Learning

« Security Analyst

» Automated

Respond ) Recover

- Backup

- Restore

« Business Continuity
- Disaster Recovery

Review

Remediation

» Manual Remediation

Recommendations

- Log Retention

« Threat Hunting

« Security Reports

= Compliance Reports
« Critical Observations

Report

« Incident Response

Playbooks

« Are you assuming your perimeter defense is perfect? What if the attack gets past your firewall and anti-virus?

Are you confident that every endpoint is always patched perfectly?

« Are you confident that every user on your network is safe from phishing scams?

- If an employee’s network login credentials are compromised, how would you know?

« If you have a compromised 0365 email account, how would you know?

« If an IT Admin abused their privileges, how would you know?

» How valuable is your sensitive company data? What risk do you face if it is lost or held ransom?

» What was the last security incident in your network? How was it found? Fixed? How long had it been in the network?

« When was your last audit? How easy was it to demonstrate compliance?

Netsurion develops its software and employs its own SOC. Gain access to Network Operations and/or Security Operations that are flexible

to fit your needs. Learn more at: Netsurion.com/Solution-Advisor
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