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The Challenges for
Vulnerability Management
FOR EVERY ORGANIZATION, informa on is a valuable asset, yet it is

challenging to secure. As the value of informa on increases so too does
its a rac veness to criminals and other a ackers. However, unlike other
valuable assets such as cash, informa on is not secured in a large safe
which can be easily protected. Instead, informa on is spread across many
systems, networks and devices, exposing it to the possibility of it being
compromised.
Adversaries a emp ng to steal informa on range from tradi onal
hackers looking to compromise a system, to online ac vists looking to
promote their causes, to criminals mone zing the data and systems they
compromise, to corporate‐ or state‐sponsored spies seeking valuable
informa on. Though these tools and techniques employed by these
diﬀerent groups range in sophis ca on, they all rely on weaknesses in
the system (e.g., missing patches, poor passwords, system
misconﬁgura on). Given the rate of change in organiza ons today and
the range of so ware employed, the odds are heavily in favor of the
a ackers ﬁnding vulnerabili es.

The word “vulnerable,” according to the Oxford
English Dic onary, means “exposed to the
possibility of being a acked or harmed”

The tradi onal approach to vulnerability scanning is to scan systems and
applica ons for weaknesses at certain intervals. These intervals might be
quarterly or monthly scans, for example. The problem with this approach
is that the organiza on only has visibility of the vulnerabili es detected
at those par cular points in me and if the scanning process isn’t
integrated with other processes within the organiza on, it might miss
new systems that are added to the network, new vulnerabili es that
have been discovered, or other items that leave the organiza on with an
incomplete picture of the vulnerability landscape they need to manage.

What is required is a comprehensive vulnerability
management program ghtly coupled with other
essen al opera onal security processes

The word “vulnerable,” according to the Oxford English Dic onary,
means “exposed to the possibility of being a acked or harmed”. An
eﬀec ve vulnerability management program should therefore look at
ways to reduce the possibility of systems being exposed to harm. This
requires a more comprehensive view of how to manage vulnerabili es
than simply scanning systems and reac ng to the results. What is
required is a comprehensive vulnerability management program ghtly
coupled with other essen al opera onal security processes, such as
coordina on and communica on across groups, asset management,
patch management and incident response.

Iden fying Key
Weaknesses
THERE ARE A NUMBER of areas that can expose systems to harm. Some of

these areas include:

Software
All so ware inherently has bugs. Some of these bugs may never be
discovered and the so ware may con nue to func on perfectly. Other
bugs may cause performance or aesthe c issues. Some bugs lead to
security weaknesses which if exploited can impact the conﬁden ality,
the integrity, or the availability of that so ware or the data within that
system. Most vendors regularly release updates to their so ware to
address bugs. Keeping so ware updated with the latest releases is a key
element in ensuring the security of systems.

Keeping so ware updated with the latest releases
is a key element in ensuring the security of
systems.

Implementation & Con guration
Another step in securing systems is to ensure that systems are
implemented and conﬁgured correctly. However, some systems may not
be set up securely or their conﬁgura on may change as a result of
ongoing maintenance or troubleshoo ng. Implementa on and
conﬁgura on issues like having certain insecure services running, using
default or weak passwords, or not switching diagnos c func ons on a
produc on system could all cause security vulnerabili es.

Change
The nature of modern computer systems is that they regularly change.
These changes could be the result of a planned ac vity such as an
upgrade, the addi on of new func onality or to aid in the
troubleshoo ng of a problem. However, if these changes are not
managed, they could introduce vulnerabili es into the environment. A
key element in dealing with these security challenges is the ability to
have a constant overview of the current state of these systems and the
rapid detec on and iden ﬁca on of any new vulnerabili es.

Human
A key element o en overlooked in securing a network is the human
element. Most people simply see the computers, applica ons and
networks they use as tools to help them do their job. However, if they
are not properly trained in the secure use of the systems, they can
expose these systems to security threats. People may use weak
passwords, turn oﬀ security so ware to improve the performance of
their computers, install so ware from an unauthorized source, or change
the conﬁgura on of their computers to suit their own needs. Regular
monitoring of key systems and the people who use them can iden fy
poten al vulnerabili es.

Regular monitoring of key systems and the people
who use them can iden fy poten al
vulnerabili es.

O en the cause of a security breach can be a ributed to a vulnerability
arising from one or more of the above areas failing, with no way to
monitor, detect and/or repair that failure. An eﬀec ve vulnerability
management program will have strong scanning program as its base, and
also integrate with other processes and workﬂows throughout the
organiza on to maintain an overall strong security posture.

10 Steps for Achieving
Eﬀec ve Vulnerability
Management
TO ENSURE IT CAN PROACTIVELY DETECT and respond to security threats,

an organiza on needs to implement a comprehensive vulnerability
management program that is integrated with other disciplines. This
allows vulnerabili es to be detected early so that other processes, such
as patch management, protect the organiza on from a poten al breach.
The steps to take to create a modern, eﬀec ve vulnerability management
program include;

Step

Why?

1. Asset Iden ﬁca on
and Management

Iden fy all the assets that need to be secured

2. Vulnerability
Iden ﬁca on

Know the vulnerabili es that exist for each asset
and their severity

3. Consistent
Vulnerability
Management

Scan frequently, iden fy problems, implement ﬁxes
and repeat

4. Risk Assessment

Determine the value of each asset and the level of
security needed to protect it

5. Change
Management

Iden fy and deal with security issues when change
happens

6. Patch Management

Include the value of assets to the organiza on as a
factor in determining how so ware updates are
applied

7. Mobile Device
Management

Manage mobile and transient devices for
vulnerabili es

8. Mi ga on
Management

Manage vulnerabili es that have no patches or ﬁxes

9. Incident Response

Proac vely respond to incidents and poten al
incidents

10. Automa on

Reduce the me to detect, assess and remediate
vulnerabili es

A et Identi cation and
Management
In order to secure something it is important to ﬁrst know that it exists,
what it is and where it is located. A crucial ﬁrst step in securing a
network is to iden fy all of the assets on that network. These assets
should include every element that makes up the compu ng environment,
such as routers, switches, servers, ﬁrewalls, printers opera ng systems,
system so ware, and applica on so ware.

A crucial ﬁrst step in securing a network is to
iden fy all of the assets on that network

The rela onship and dependencies between various assets should also
be iden ﬁed and recorded. Recording the rela onship and dependency
between assets makes it possible to determine the path an a acker
could take to compromise an asset. This helps determine the cri cality of
any vulnerabili es iden ﬁed against an asset. The asset with the
vulnerability may not be of high value to the organiza on; however a
high value asset may be connected to the vulnerable asset which would
impact how that vulnerability would be managed.
Iden fying and recording assets as they connect or disconnect to the
network is key to ensuring a consistent view of all vulnerabili es. If an
organiza on’s network is sta c, where devices are not regularly
connected or disconnected from it, it may be possible to manually record
these devices. However, most networks are not sta c and devices such
as laptops are regularly connected and disconnected. In this situa on,
ways to automa cally detect devices as they are connected to the
network will need to be employed. These could range from:
Using a Network Access Control system to manage devices
connec ng to the network.
Reviewing the logs on the DHCP servers on the network to
determine what devices have been assigned an IP address.
Regular reviews of the DNS server logs will also iden fy devices
looking to communicate on the network.
Installing vulnerability scanning agents on those assets and have
them scan and report back to a central vulnerability manager on a
regular basis.

Vulnera ilit Identi cation
Knowing what vulnerabili es exist for each asset and the cri cality of
that vulnerability is essen al in determining how best to secure it.
Vulnerabili es may exist on each device and asset due to missing
patches, old so ware, weak passwords, or poor conﬁgura ons. How easy
it is to exploit that vulnerability, or the damage that could be caused by
exploi ng the vulnerability will determine its cri cality.
Understanding the cri cality of discovered vulnerabili es enables
organiza ons to priori ze resources needed in mi ga on eﬀorts.

Con i tent Vulnera ilit
Management
A point in me vulnerability scan will only provide a limited view of the
poten al security exposure. Any new vulnerability introduced as the
result of newly discovered so ware bugs, new devices added to the
network, or changes to systems will go undetected un l the next scan,
leaving those systems at risk un l those vulnerabili es are iden ﬁed.
Less frequent scans can also result in large numbers of vulnerabili es to
address a er each scan. In some cases, the sheer volume of

vulnerabili es discovered can discourage any remedia on ac on.
Using consistent, high‐frequency scanning enables an organiza on to
quickly iden fy any new vulnerability. It can also reduce the volume of
vulnerabili es from any one scan, making it more likely that those issues
will be addressed.

Ri k A e ment
Not all devices and assets will require the same level of security.
Depending on the value to the organiza on of the asset and how
exposed it is will determine what steps are required to protect it. Risk is
o en described as the impact an a ack will have, balanced by its
likelihood of occurrence and the complexity of success. Vulnerabili es
are what allow an a acker to ﬁnd an entrance in an otherwise protected
environment. A weak password runs the risk of being easily guessed and
allowing unauthorized access to the system. A missing patch on a web
server runs the risk of an a acker exploi ng that vulnerability to gain
access to the server.

Not all devices and assets will require the same
level of security

To make informed risk management decisions on the levels of risk posed

against an organiza on’s informa on assets requires accurate and mely
details on the vulnerabili es that exist. Employing a consistent
vulnerability management approach provides mely data to support an
eﬀec ve risk management process.

Change Management
Changes occur regularly on many networks and systems. So ware is
upgraded, hardware is added or removed, and applica ons are constantly
updated. Each change has the poten al to introduce new vulnerabili es
or issues that could undermine the security of the organiza on.
Integra ng change management with a consistent vulnerability
management process will ensure poten al security issues are iden ﬁed
and dealt with earlier.

Patch Management
An eﬀec ve vulnerability management program should be integrated
ghtly with the patch and release management processes to ensure that

so ware updates are applied to systems and assets in accordance with
their cri cality to the organiza on. Feedback from the patch
management program should be given to the vulnerability management
program to record which vulnerabili es have been addressed.

An eﬀec ve vulnerability management program
should be integrated ghtly with the patch and
release management processes

The patch management process should also be integrated with the
change management process to ensure that so ware updates and
releases are applied in a controlled manner. It is also important to ensure
that the vulnerability management process scans systems post any
updates to ensure the update has been applied properly and that it
addresses the iden ﬁed vulnerability.

Mo ile Device Management
Mobile devices are now a pervasive part of the IT landscape, bringing
unique security and management risk. Mobile devices evade tradi onal
vulnerability and compliance management methods, and mixed
ownership and control models (corporate‐owned devices vs. BYOD)
create policy gaps.

Integra ng with Mobile Device Management (MDM) systems or
deploying technology such as agents will enable organiza ons to add
mobile devices to the assets iden ﬁed and managed as part of the
vulnerability management program.

Mitigation Management
An element o en overlooked as part of an eﬀec ve vulnerability
management program is how to manage vulnerabili es in the event no
so ware update or ﬁx to address the vulnerability is available. There
always will be a period of me from when a vulnerability is discovered
un l a permanent ﬁx to address it is available from the vendor. As a
result, an organiza on’s assets will be exposed to compromise un l the
ﬁx is available. An eﬀec ve vulnerability management program will
iden fy alterna ve ways to manage the exposure, such as changing
ﬁrewall rules, increasing log monitoring, or upda ng IDS a ack
signatures, un l the vendor provides a ﬁx.

There always will be a period of me from when a
vulnerability is discovered un l a permanent ﬁx to
address it is available from the vendor

Incident Re pon e
The security of an organiza on’s systems is only as eﬀec ve as how it
responds to a security breach. The rapid response to a security incident
can greatly reduce the impact the incident can have on the organiza on.
However, many organiza ons view incident response as a func on that
should only be used in the event of a security breach. The modern threat
landscape requires a more proac ve approach to responding to known
and poten al incidents.
While the discovery of a cri cal vulnerability does not automa cally
mean a security breach has occurred, ensuring the incident response
process is alerted to the issue can provide a number of beneﬁts. First, it
enables those responsible for incident response to be be er prepared in
the event an incident happens. It also allows the incident response team
to ensure they have the appropriate tools and security monitoring in
place in order to respond appropriately.

The discovery of a cri cal vulnerability does not
automa cally mean a security breach has
occurred

During an incident, it may also be necessary to integrate the vulnerability
management process so that systems can be scanned for poten al
vulnerabili es to either include or eliminate them as being poten al
points of compromise. In addi on, the vulnerability management process
can help the incident response team iden fy any other poten al

vulnerabili es that a ackers could leverage to compromise the systems.

Automation
The ﬁnal key to a successful vulnerability management program is
automa on. Security solu ons are o en viewed as a means to stop or
prevent a security breach. However, in reality this is o en not the case.
Depending on who or what is a acking the system, the various security
solu ons may simply be speed bumps and merely delay the a acker from
reaching their goal. Therefore, me is of the utmost importance in
detec ng, assessing and remedia ng any vulnerability. Another
mo va on to automate where possible is the volume of data that may be
required to be processed. This will depend on the size and complexity of
the environment being managed; but many large networks constantly
have devices being added, changed and removed constantly.
The manual processing of large amounts of data is extremely me
consuming and prone to error. The ﬁnal reason to automate is to reduce
the human element from the process thereby reducing the risk of human
error.

Key Performance
Indicators to Improve
Vulnerability
Management
AN EFFECTIVE VULNERABILITY MANAGEMENT PROGRAM requires on‐going

care and a en on. There is a famous management saying which states
“you can’t manage what you don’t measure.” This applies equally to
running a vulnerability management program. In order to understand
how eﬀec ve the program is, or to iden fy areas that can be improved, it
is important to have some Key Performance Indicators (KPIs) to highlight
where the vulnerability management program is successful, where it is
failing, and where eﬀorts and resources need to be concentrated.

You can’t manage what you don’t measure

Which KPIs are applicable to an organiza on can vary widely on a
number of issues, such as the size of the organiza on, the industry it is

in, the type of systems it employs, and where its systems are located.
Some common KPIs to measure are:

Num er of vulnera ilitie per vendor
This KPI can be useful in helping iden fy vendors that may not have a
good track record in provide secure solu ons. Should a vendor have a
large amount of vulnerabili es it may indicate a quality control issue
within their own development processes. This informa on can be useful
when selec ng new solu ons from vendors as vendors with a history of
having a large number of vulnerabili es, par cularly if they are of a
cri cal nature, may be rated as a higher risk than those with a lower
number.

Num er of vulnera ilitie per product
This KPI can be a useful indicator as to where most vulnerabili es lie and
on what types of products. This can be then used to allocate appropriate
resources to enhance the security of that product. It can also be used in
iden fying more suitable alterna ves to the aﬀected products.

Aging of vulnera ilitie
This KPI can be used to measure the eﬀec veness of the patching
program. Ideally this KPI can be broken down further based on the
cri cality of the vulnerabili es. Knowing how long it typically takes to
apply a patch to a vulnerability is a useful metric when determining an
organiza on’s exposure to a newly announced vulnerability and what
steps to take to reduce that exposure

Percentage of

tem

canned

Networks, by their nature, are vola le environments; systems and
devices connect and disconnect from the network regularly. When a
vulnerability scan is conducted, there is no guarantee that all devices will
be scanned. Knowing the percentage of an organiza on’s computer
estate that has been scanned can help iden fy whether or not the
scanning should happen more regularly, at diﬀerent mes, or if
alterna ve and more eﬀec ve means of scanning need to be employed.

Num er of vulnera ilitie over time
Monitoring the number of vulnerabili es over me is an important KPI.
Ideally the number of vulnerabili es detected over me should trend
downwards, indica ng the vulnerability management program is working.

Summary
THE VOLATILITY OF TODAY’S THREAT LANDSCAPE, the growing complexity

of the computer systems and networks within organiza ons, coupled
with the speed of change means that eﬀec ve vulnerability management
is a cri cal element in securing those networks, systems, applica ons
and data. Vulnerability management has to evolve beyond being simply
an exercise scheduled to run a few mes a year to becoming a
con nuous process proac vely iden fying poten al issues.
Equally important is ensuring the vulnerability management process is
integrated ghtly with other processes and that these processes
complement and enhance each other’s capabili es. In par cular, the
ability to detect new assets on the network and to quickly scan them for
vulnerabili es and threats is cri cal. Due to the volume of data to be
processed automa ng the diﬀerent processes and their
interdependencies will be vital to maintain the security posture of the
organiza on.

The ability to detect new assets on the network
and to quickly scan them for vulnerabili es and
threats is cri cal

An eﬀec ve vulnerability management, integrated with other disciplines
throughout the organiza ons, is fast becoming a necessity to ensure the
security of their systems. It’s no longer a ques on of “should a
comprehensive vulnerability management be implemented?” Rather the
ques on is “when will the comprehensive vulnerability management
program be implemented?”

A out Tena le Network Securit
Tenable Network Security provides con nuous network monitoring to
iden fy vulnerabili es, reduce risk and ensure compliance. Our family of
products includes SecurityCenter Con nuous View™, which provides the
most comprehensive and integrated view of network health, and
Nessus®, the global standard in detec ng and assessing network data.
Tenable is relied upon by many of the world’s largest corpora ons, not‐
for‐proﬁt organiza ons and public sector agencies, including the en re
U.S. Department of Defense. For more informa on, visit tenable.com.

