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Barracuda Security for Azure
Real-time, Layered Security

As part of the shared security model, customers need to secure  
the applications or networks they are running or building in Microsoft Azure. 
That’s where Barracuda can help.

The First Integrated, Proven, 
and Highly Scalable Security 
Solution on Microsoft Azure

Secure Web Applications in the Azure Cloud
• Comprehensive solution for application security

• Provides constant protection from evolving threats

• Granular identity and access management

• Scalable application security

The Industry’s Most Advanced 
Cloud-Generation Firewall 
Solution for Microsoft Azure 

Protect Network Perimeter in Cloud Environment
• Traffic access control (firewalling)

• Encrypted ExpressRoute

• Preserving low latency

• MPLS failure protection

“The physical data center model no longer 
works for a company like ours.  Microsoft 
Azure and the Barracuda Web Application 
Firewall provide everything that a 
dynamic company like ours requires.”
Sarju Mashru, Principal IT Operations Engineer, TalkTalk TV Store

Security Solutions for:
• Public-facing and custom web applications

• Infrastructure-wide secure connectivity

• Workloads with remote connectivity requirements

• Securely connected hybrid environments
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Enterprise-Grade Security for Azure Deployments
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Key Use Cases
• Full application security for web applications including custom 

built applications

• Secure elastic applications with dynamic scaling (deployment 
diagram below)

• Publishing SharePoint securely in Microsoft Azure

• Azure App Service (web, mobile, API)

• ADFS in Azure
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Key Use Cases
• Securing and connecting VNETs in Microsoft Azure

• Secure high-performance VPN connections

• Deploying secure multi-tier network architectures (diagram below)

• IDS/IPS protection between VNETs

• View, control, and log (for compliance) all traffic (in and out)

• Hybrid cloud with ExpressRoute providing security, reliability, 
and intelligence

Secure Subnet

Web Subnet

Microsoft Azure

Database Subnet

Barracuda
CloudGen Firewall Cluster

FW

Barracuda
CloudGen WAF Cluster

Azure Load Balancer

Azure Load Balancer

Active Directory Server

Utilities Subnet

SQL ServerWeb Servers

Azure Vnet

Deployed in Hundreds of Azure Accounts
• First Microsoft Azure Certified security appliance

• First security appliance in Azure Marketplace

• First security vendor to support new Azure networking and automation enhancements

• First security vendor to provide additional enhancements to ExpressRoute

• First security vendor to support AzureApps environment

Why Barracuda?
Barracuda delivers enterprise-grade security with tremendous 
deployment flexibility as a Microsoft Gold Development Partner. 
Microsoft and Barracuda work closely to create a great customer 
experience and help customers leverage Barracuda security and 
storage solutions to protect and secure their assets in Azure. 
Barracuda also offers best-of-breed email management, archiving, 
and security for organizations utilizing Microsoft Office 365.

For more info visit barracuda.com/azure

The “Go To Guys” for Security in Azure
Leverage your Azure investment with best-in-class security 
solutions from Barracuda designed to work seamlessly with Azure.

Free 90-day Trial

• Configure and deploy

• Fully customized POC

• Fully leverage solution when ready

barracuda.com/programs/cloudready

https://www.barracuda.com/azure
https://www.barracuda.com/programs/cloudready

