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Introduction

T

he rise of ransomware over the past few years is an evergrowing problem that has quickly become an extremely
lucrative criminal enterprise. Targeted organizations often
believe that paying the ransom is the most cost-effective way to
get their data back — and, unfortunately, this may be true. The
problem is that every single business that pays to recover its files
is directly funding the development of the next generation of
ransomware. As a result, ransomware is evolving at an alarming
rate with new and more sophisticated variants.
Ransomware must be prevented when possible, detected when
it attempts to breach a network, and contained to limit potential damage when it infects systems and endpoints. Ransomware
defense calls for a “new best-of-breed” architectural approach
that spans the organization at the edge in the domain name system (DNS) layer to the data center and across endpoint devices no
matter where they’re being used.

About This Book
Ransomware Defense For Dummies consists of five short chapters
that explore how ransomware operates and its defining characteristics (Chapter 1), security best practices to reduce ransomware
risks (Chapter 2), a “new best-of-breed” security architecture
(Chapter 3), the Cisco Ransomware Defense solution (Chapter 4),
and important ransomware defense takeaways (Chapter 5).

Foolish Assumptions
It has been said that most assumptions have outlived their uselessness, but I assume a few things nonetheless!
Mainly, I assume that you know a few things about information security. Perhaps you’re a C-level IT executive, IT director,
senior IT architect, analyst, or manager, or a security, network,
or system administrator. As such, this book is written primarily
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for technical readers who know a little something about IT networking, infrastructure, and enterprise systems.
If any of these assumptions describes you, then this book is for
you! If none of these assumptions describes you, keep reading
anyway. It’s a great book, and when you finish reading it, you’ll
know enough about ransomware defense to be dangerous (to the
bad guys)!

Icons Used in This Book
Throughout this book, I use special icons to call attention to
important information. Here’s what to expect:
This icon points out information that you should commit to your
nonvolatile memory, your gray matter, or your noggin — along
with anniversaries and birthdays!
You won’t find a map of the human genome here, but if you seek
to attain the seventh level of NERD-vana, perk up! This icon
explains the jargon beneath the jargon and is the stuff legends —
well, nerds — are made of!
Thank you for reading, hope you enjoy the book, please take care
of your writers! Seriously, this icon points out helpful suggestions
and useful nuggets of information.
This icon points out the stuff your mother warned you about.
Okay, probably not. But you should take heed nonetheless — you
might just save yourself some time and frustration!

Beyond the Book
There’s only so much I can cover in 48 short pages, so if
you find yourself at the end of this book, thinking, “Gosh,
this was an amazing book. Where can I learn more?,” just go to
www.cisco.com/go/ransomware.
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IN THIS CHAPTER

»» Identifying ransomware and its defining
characteristics
»» Looking at ransomware trends
»» Seeing how ransomware works

Chapter

1

What Is Ransomware?

R

ansomware is the fastest-growing malware threat today
and is already an epidemic. According to a U.S. government
interagency report, an average of more than 4,000 ransomware attacks have occurred daily since January 2016. In this chapter, you learn about ransomware — what it is, how it’s evolving
as a threat, and how it works.

Defining Ransomware
Ransomware is malicious software (malware) used in a cyberattack to encrypt the victim’s data with an encryption key that is
known only to the attacker, thereby rendering the data unusable
until a ransom payment (usually cryptocurrency, such as Bitcoin) is
made by the victim.
Cryptocurrency is an alternative digital currency that uses encryption to regulate the “printing” of units of currency (such as
bitcoins) and to verify the transfer of funds between parties,
without an intermediary or central bank.
Ransom amounts are typically high, but not exorbitant. For example, demands for individuals typically range from $300 to $600,
while larger organizations will typically pay more. In 2016, a South
Carolina school district paid an estimated $10,000 ransom and a
California hospital paid approximately $17,000 to cybercriminals.
These amounts quickly add up — more than $200 million in the
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first three months of 2016, according to the U.S. Federal Bureau
of Investigation (FBI). This characteristic of ransomware is by
design, in an effort to get victims to simply pay the ransom as
quickly as possible, instead of contacting law enforcement and
potentially incurring far greater direct and indirect costs due to
the loss of their data and negative publicity.
Ransom amounts may also increase significantly the longer a victim waits. Again, this is by design, in an effort to limit a victim’s
options and get the victim to pay the ransom as quickly as possible.

Recognizing Ransomware in the
Modern Threat Landscape
Ransomware is not a new threat (see Figure 1-1). The earliest
known ransomware, known as PC Cyborg, was unleashed in 1989.
Since that time, ransomware has evolved and become far more
sophisticated. Ransomware has also become more pervasive and
lucrative with developments such as the following:

»» The release of the Android phone: Android has become a

popular attack vector (macOS is also now a target, and Apple
iOS will no doubt become a target).

»» The rise of Bitcoin: Bitcoin enables easy and virtually
untraceable payments to anonymous cybercriminals.

»» The emergence of Ransomware-as-a-Service (RaaS): RaaS
(ransomware that can be purchased for a small fee and/or a
percentage of the ransom payment) makes it easy for
practically anyone to use ransomware.

Despite sensational media reports about massive data breaches
targeting organizations and enterprises such as the U.S. Office of
Personnel Management (OPM), Anthem Blue Cross Blue Shield,
Target, and Home Depot, for identity theft and credit card fraud
purposes, the rise of ransomware has become one of the most
pervasive threats to organizations and enterprises — as well as
individuals — over the past year.
A report by the Institute for Critical Infrastructure Technology (ICIT) predicts that 2016 will be the year that ransomware
“wreak[s] havoc on America’s critical infrastructure community.”
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