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Data Sheet

Comprehensive Plan Email Security 3.0 Resilience Extensions

Simplify Compliance & 
Accelerate e-Discovery

Secure Messaging​ 
Privacy Pack​

Communicate Securely & ​
Safeguard Sensitive Data

Cloud Information Archive​ 
e-Discovery​

Protect against Web ​ 
Threats & Shadow IT​

Web Security​ 
Large File Send​

Improve Business  
Continuity ​& Recovery Time​

Continuity​ 
Sync & Recover​

Defend Your Brand​  
Beyond Your Perimeter​

Web Domain Protection (Brand Exploitation)​ 
Email Domain Protection (DMARC)

Secure Inside Your ​Network  
& Organization​

ü Awareness Training​ 
ü Internal Email Protection​

Defend Your ​Perimeter​ ü Secure Email Gateway 
ü Targeted Threat Protection​

Comprehensive Defense Plan
Protect Your Perimeter and Inside of Your Network

Key Benefits

•	 Safeguards your organization against threats from 

the number one attack channel

•	 Prevents the lateral and external spread of threats

•	 Reduces cyber risk with targeted training for the 

employees who need it most

•	 Makes end-users security assets, not liabilities

•	 Reduces complexity and administrator time

Security You Can Count On

•	 Neutralization of malicious URLs, attachments, spam 

and malware

•	 Prevention of account compromise to keep trusted 

senders from infecting others

•	 Quick remediation of threats from infected accounts

•	 Award-winning awareness training, proven to 

sharpen employee security reflexes so they can 

detect and avoid attacks

Protecting your inbound email perimeter is essential, but it’s not the only place security controls 
are required. Internal email represents two-thirds of the average organization’s email traffic; 
but it’s often left unprotected, making it easy for malicious emails to spread undetected to both 
employees and customers. At the same time, most end-users lack the security awareness to keep 
from falling victim to increasingly sophisticated attacks. Take the next step in your security strategy 
with the Mimecast Comprehensive Defense plan, which applies best practice security protocols 
inside your network and organization. 
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Perimeter Comprehensive Pervasive Foundations Pro

Defend Your ​Email Perimeter​ 
Secure the biggest attack vector – email ü ü ü ü ü

Secure Inside Your ​Network & Organization 
Reduce human error, protect internal communications,  
quickly remediate attacks

ü ü ü ü

Defend Your Brand​ Beyond Your Perimeter 
Stop attackers from using your brand as bait ü

Improve Business Continuity ​& Recovery Time 
Accelerate recovery and keep email  
flowing, no matter what

ü ü

Protect against Web Threats & Shadow IT 
Secure web activity for employees working  
from anywhere and on any device

ü

Ensure Privacy & Communicate Securely 
Keep information in the right hands,  
encrypt your sensitive data

ü

Simplify & Accelerate Governance & Compliance 
Reduce the cost, complexity, and risk  
of data management & e-discovery

ü

Mimecast Solution Framework

Secure Email 
Gateway 

Targeted Threat 
Protection

Internal Email 
Protect 

Awareness
Training

DMARC Analyzer 
Brand Exploit 

Protect

Ecosystem APIs & Threat Intelligence

Zone 1

Email 
Security 

3.0

At Your Email 
Perimeter

Zone 2
Inside Your 
Network & 

Organization

Zone 3
Beyond Your 

Perimeter

Continuity
& Recovery

Web Threats
& Shadow IT

Privacy &
Encryption

Governance
& Compliance

Cyber 
Resilience 
Extensions

Continuity 
Sync & Recover

Large File Send 
Web Security

Secure Messaging 
Privacy Pack

Archive & 
E-Discovery

Email Security 3.0
The Mimecast Solution Framework


